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EXECUTIVE SUMMARY

This audit was conducted as a recommendation to the Police Department’s Confidential Funds Audit
A2017-02 and was included in the Fiscal Year 2017-2018 Audit Plan. The Office of Internal Audit assessed
compliance with relevant policies, procedures, laws, rules and regulations to determine if property and
evidence were received, maintained, transferred and disposed of in accordance with relevant policies,
procedures, laws, rules and regulations; if evidence records were maintained accurately; and if adequate
internal controls existed to safeguard property and evidence.

Dedicated Property and Evidence personnel are working in a system needing improvement. Documented
and updated operating procedures are needed to provide clear direction and facilitate more effective
processes by addressing the following areas:

1. The Fayetteville Police Department was not always in compliance with applicable procedures and
North Carolina General Statutes.
The data maintained within the Record Management System (RMS) was unreliable.
Internal controls need strengthened.
Items were not located.
Procedures were not always clear and consistent with current processes.
Potential safety concerns may exist in the Property and Evidence Unit.
Security over property and evidence could be improved.
Property and evidence was not always submitted to the Property and Evidence Unit timely.
Controls could be strengthened for the disposal of narcotic property and evidence.
. Quality reviews were not conducted for the Property and Evidence Unit.
Operating procedures for disposals lacked necessary internal controls, needed clarity to ensure
compliance and required updating for consistency with the North Carolina General Statutes.
Property and evidence levels have been increasing and without improvements to facilitate evidence
disposition; storage space will soon be depleted.
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The audit did not find evidence of intentional fraud but documented exceptions where procedures were not
followed.

BACKGROUND

During the fiscal year 2016 audit of confidential funds transferred from the Property and Evidence Unit to
the Narcotics Unit, the auditors identified $8,871 recorded in the Narcotics Unit financial records. A report
was requested from Police Department personnel showing all confidential funds (buy money) released from
the Property and Evidence Unit’s custody to the Narcotics Unit confidential funds custodian from July 1,
2014 to June 30, 2015. Department personnel presented the auditors with disposal reports, but, overall,
Department personnel did not verify disposed property was recorded accurately into the software program,
Records Management System (RMS), and standard operating procedures in place did not incorporate this
control. Internal Audit recommended Department personnel update operating procedures regarding the
transfer of confidential funds (buy money) to/from the Property and Evidence Unit and RMS. Department
Management responded that the Property and Evidence Unit would conduct a 100 percent inventory of
currency and update RMS. During the fiscal year 2017 audit of confidential funds, the Department was
unable to provide documentation showing a 100 percent audit of all currency was conducted. To ensure
inconsistencies were corrected and cash records updated, Internal Audit recommended an audit of all
currency held by the Police Department, and this audit was included on the approved Annual Audit Plan
Fiscal Year 2018.
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The approved Annual Audit Plan Fiscal Year 2018 reflected an audit of only property and evidence currency.
However, in August 2017, a new police chief was hired and requested the Office of Internal Audit to conduct
a change of command audit of all property and evidence categories.

The purpose of the Property and Evidence Unit is to receive and store evidence and other property coming
into the custody of the Fayetteville Police Department in a secure facility; ensure safe, efficient handling
and preservation; maintain complete and accurate inventory records to include a controlled chain of
custody, and to release or otherwise dispose of property and evidence pursuant to applicable legal statutes.
The Property and Evidence Unit maintains custody of properties in secure locations and provides additional
security around high value items such as cash, narcotics, jewelry and firearms, which are highly vulnerable
to the risk of theft or abuse.

The Property and Evidence Unit is the responsibility of the Specialized Services Bureau Assistant Chief
and is supervised by a sworn officer who reports to the Technical Services Unit Lieutenant. The Unit
currently consists of four Property and Evidence Technicians that report to a sergeant responsible for
property and evidence.

AUDIT OBJECTIVES

The objectives of this audit were to: determine if property and evidence were received, maintained,
transferred and disposed of in accordance with relevant policies, procedures, laws, rules and regulations;
assess the accuracy of evidence records; and determine if adequate internal controls were in place to
safeguard property and evidence.

AUDIT SCOPE

The audit scope focused on Operating Procedures 6.2 updated effective March 18, 2016, and the timeframe
reviewed for the intake and disposal of property and evidence was based on the type of property and
evidence sampled. The audit population was stratified based on the property and evidence categories and
then a sample! was selected with a special emphasis on the items recognized as high-risk — currency,
narcotics, jewelry and firearms.

AUDIT SCOPE LIMITATIONS

The original audit plan included procedures to test property and evidence packaging to ensure the items
were protected from the loss of evidentiary value from cross-contamination or unintentional obliteration.
This could not be fully tested as 262 (23%) of the 1,162 items in the sample could not be viewed by the
auditor because they were packaged in a container that could not be seen through and could not be opened
without the investigating officer present.

1 Currency, firearms and jewelry - five percent system to shelf sample of all items on hand September 20, 2017. Narcotics, due to
limitations, five percent system to shelf sample with intake dates of July 1, 2016 to September 20, 2017, and a one percent shelf to
system sample with intake prior to July 1, 2016. Files were not reviewed for the one percent narcotics. A one percent shelf to
system sample was selected of all other property and evidence not considered to be high risk with intake dates of July 1, 2016 to
September 20, 2017. The shelf to system samples were selected at 20% of the shelf to system sample. In addition, a one percent
disposal sample was selected for each disposition code used for items disposed from July 1, 2016 to September 20, 2017. However,
Internal Audit judgmentally selected various disposal types.

Page 2 of 35



AUDIT METHODOLOGY

In order to achieve the audit objectives, Internal Audit developed an understanding of property and evidence
functions by performing the following:

o Reviewed Police Department operating procedures;

e Interviewed Department personnel knowledgeable of the internal controls associated with property
and evidence;

e (Gained an understanding of the Records Management System (RMS);

e Reviewed property and evidence control standards established by the Commission on Accreditation
for Law Enforcement Agencies (CALEA);

e Reviewed property and evidence professional standards established by the International
Association for Property and Evidence, Inc. (IAPE);

e Conducted interviews with Department personnel;

e Conducted a site visit of the Property and Evidence Unit;

e Conducted a review of the Evidence and Property Management operating procedure and other
applicable procedures;

e Conducted a security review of the Property and Evidence Unit;

o Tested a sample of payments for auctioned items to determine if they were properly forwarded to
the Cumberland County school system;

o Tested a sample of inventory items from RMS to items in storage;

e Tested a sample of inventory items from storage to RMS and case files; and

o Tested a sample of released and disposed inventory for proper documentation and chain of custody.

Internal Audit utilized the PR#, the unique identifier assigned by RMS for each record added to the Property
and Evidence module, to determine the population for property and evidence, and items were selected for
the sample based on the PR#.

FINDINGS, RECOMMENDATIONS,
AND MANAGEMENT’S RESPONSES

Finding 1
The Fayetteville Police Department was not always in compliance with applicable procedures and
North Carolina General Statutes.

A strong system of internal control requires procedures written by management to ensure proper controls,
safeguards and segregation of duties are in place. The development and use of procedures are an integral
part of a successful quality system as it provides personnel with the information and guidance to perform a
job properly.

Internal Audit reviewed applicable federal, state and local policies, procedures, laws, rules and regulations
relevant to the Police Department Evidence and Property Management. This included the Fayetteville
Police Department Operating Procedure 6.2 Evidence and Property Management, Fayetteville Police
Department Operating Procedure 6.4 FPD Property Receipt Guidelines and North Carolina General
Statutes. Upon review of these guidelines and the sampled property and evidence, the following
observations were made:

1. Operating Procedure 6.2.3.B.1 stated, the annual audit will include the temporary Forensic
Evidence Unit storage lockers and drying room located in the Public Administrative Building
garage. Internal Audit reviewed the documentation from the Annual Evidence Audit conducted on
December 12, 2016 and noted the section under the heading “Forensic Unit Temporary Evidence
Storage/Drying Room Inspection” stated “Not inspected.” Therefore, it did not appear the operating
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procedure was followed to include the Forensic Evidence Unit storage lockers and drying room
located in the Public Administrative Building garage in the annual audit. Without an audit of all
areas where property and evidence are maintained, the Department cannot ensure the items are
safeguarded from theft, loss or misuse.

Internal Audit was not provided documentation showing the annual audit, the unannounced
inspection and the special audit of property and evidence had been forwarded to the personnel
required by the following:

e OP 6.2.3.B.2 stated, “Documentation of the annual audit will be forwarded to the
Administrative Bureau Commander.”

o OP 6.2.3.C.2 stated, “Documentation of the unannounced inspection will be forwarded to
the Administrative Bureau Commander.”

o OP 6.2.3.E.5 stated, “At the completion of the joint inventory, the Technical Services
Sergeant will document the inventory in a memorandum that will be forwarded to the
Support Services Division Commander.”

Currently procedures do not require documentation representing receipt of the audits and
inspections by management. However, ensuring the audits and inspections are forwarded to
management for review is essential to assist in making knowledgeable decisions about the Property
and Evidence Unit and make certain management is aware of potential issues.

Special audits of the Property and Evidence Unit should be conducted when transition of Property
and Evidence personnel occur so personnel can be reasonably assured the property and evidence is
accounted for and intact when assuming responsibility. However, a special audit of property and
evidence was not always conducted when there was transition as required by Operating Procedure
6.2.3.D.1.

During the scope of the Internal Audit, one Property and Evidence Technician transitioned in and
out of the Property and Evidence Unit. However, a special audit was not conducted for either of
the transitions. Based on Internal Audit inquiry, an unannounced audit was conducted the month
the Property and Evidence Technician transitioned into the Property and Evidence Unit and this
was sufficient for the new hire audit.

Operating Procedure 6.2.3.E.4 stated: “For general property other than high risk, the audit will be
sufficient to ensure the integrity of the system and accountability of property. The Technical
Services Sergeant should ensure that records are current and properly annotated.” However, the
items noted as inventoried during the special audit completed on April 12, 2017 were only high
risk items (jewelry, firearms, currency and narcotics). Therefore, it appeared the general property
was not included in the special audit, and Department personnel did not adhere to the operating
procedure. Without an audit of all types of property and evidence the Department cannot reasonably
ensure the items are safeguarded from theft, loss or misuse.

Operating Procedure 6.4.E required the officer to issue a property receipt to the person the item was
seized from and forward the “white copy” to the Central Records Unit attached to an incident report.
Based on Internal Audit requests of property receipts for 192 cases in which currency (U.S., foreign
or counterfeit) was entered into the Property and Evidence Unit’s custody, only 17 (9%) of the 192
requested were considered to be an appropriate property receipt documenting the currency amount
in the audit sample to the amount of currency seized by the “receiving employee”. Therefore, it
appeared the property receipts were not being forwarded to the Central Records Unit, and officers
did not adhere to the operating procedure. These receipts can be used to mitigate the Department’s
risk which could arise over disputes about the items seized/obtained.
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6. Operating procedures should be consistent with other departmental procedures or applicable laws,
whereas, if inconsistencies exist responsibilities may be unclear for Department personnel.
Operating procedures were inconsistent when a property receipt was required to be issued.
Operating Procedure 6.2.5.E.1.c referred to issuing a property receipt for only money. However,
Operating Procedure 6.4.1 stated: “A copy of the Fayetteville Police Department Property Receipt
will be given to a person or left in a conspicuous location under the following circumstances:

Property has been seized from a person and is being held for safekeeping.

e Property has been turned over to an officer by a citizen.
e Property has been seized pursuant to a consent search or legal justification to search.

e Following an inventory count of an arrested subject’s money during the jail intake
process.”

When operating procedures were created or amended, it appeared Department personnel did not
ensure all applicable operating procedures were amended to remain consistent with other
departmental procedures or applicable laws.

7. Operating Procedure 6.2.5.D.5 stated, “Descriptions of all items submitted to the evidence room
must be thorough, precise and detailed. (make, model, serial number and caliber)” In addition,
under the evidence and property handling procedures for firearms the operating procedure also
stated, “Record the make, model, serial number, and caliber of the firearm on the appropriate
evidence/property vouchers.” However, the make, model, serial number and caliber was not
recorded for 180 (46%) of the 394 firearms in the sample. Therefore, it did not appear the operating
procedure was followed for recording descriptions of firearms.

The table below lists the breakdown of omitted description criteria:

Serial
Description Criteria® Make Model Number Caliber
After March 17, 2016 0 9 2 3
2011 to March 17, 2016 11 48 10 12
Prior to 2011 12 104 11 28
Total 23 161 238 43

Having a complete and accurate description of property and evidence helps to ensure the original
item can be identified and reduces the risk of property and evidence being substituted.

8. Operating Procedure 6.2.5.G.1.a regarding firearms stated, the officer will contact the clerk to
generate a check on the weapon to determine if it is stolen and attach a copy to the Evidence Control
Form.

However, the operating procedure was not always followed to ensure a stolen check was generated
on all firearms. There were 12 firearms for which the stolen check was not located in the file.

o Eight were generated by the clerk and placed in the property and evidence files upon
Internal Audit’s notification.

e Two firearms had already been returned to owner and two had been destroyed; therefore,
a stolen check was not generated for these four once it was noted by Internal Audit.

Stolen checks should be generated to determine if the firearms had been reported stolen and allow
the Department to return the firearm to the rightful owner as soon as legally possible.
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9. Operating Procedure 6.2.5.G.1.b stated, if the owner of the firearm is unknown and the firearm was
not stolen, the officer is to enter the weapon in the Recovered Gun File of the Division of Criminal
Information. For the 394 firearms in the sample, 158 did not have an owner documented; therefore,
Internal Audit reviewed the respective case files for documentation to ensure the weapon had been
entered in the Recovered Gun File. Documentation for 79 (50%) of the 158 firearms was not noted
in the respective case files. As a result, Internal Audit determined Department personnel did not
always adhere to the operating procedure.

According to the guidelines from the Division of Criminal Information and Identification Section,
retention of recovered gun information is the remainder of the year it was entered as a recovered
gun plus two years. Based on these retention requirements, Internal Audit requested a stolen check
generated for five of the 79 firearms which the Department received after January 1, 2016. The
stolen checks showed three of the five had been entered as a recovered gun. The remaining two did
not show they had been entered as a recovered gun; therefore, Department personnel completed the
necessary corrections to the files prior to the end of fieldwork.

Firearms should be entered as recovered guns to notify other agencies the firearm has been
obtained/seized by the Department and allow for return of the firearm to the rightful owner as soon
as legally possible.

Recommendation
The Office of Internal Audit recommends management establish internal controls to ensure personnel are
in compliance with North Carolina General Statutes and operating procedures. Some possible areas where
internal controls should be established based on Internal Audit’s observations include the following, but
are not limited to:

1. An annual audit of all areas where property and evidence are maintained, to include the Forensic
Evidence Unit storage lockers and drying room located in the Public Administrative Building
garage;

2. Documentation representing review of the audits and inspections of the Property and Evidence Unit
by management should be maintained to ensure management is aware of potential issues;

3. A special audit should be conducted for ALL types of property and evidence when there is a
transition of personnel in and out of the Property and Evidence Unit;

4. Determine the circumstances when property receipts are required, the personnel responsible to
maintain them and ensure they are issued accordingly;

5. Complete and accurate descriptions of property and evidence should be documented, to include
completing the database fields required within RMS;

6. Stolen checks should be generated for ALL firearms to determine if they have been reported stolen.

7. Documentation should be maintained showing the firearm was entered in the Recovered Gun File.

Additionally, the Office of Internal Audit recommends the Fayetteville Police Department review the
training and guidelines given to officers/detectives on property and evidence processing, and educate them
on the impact if property and evidence is not processed correctly. Refresher training should be provided to
all applicable Department personnel on ALL property and evidence operating procedures.

Management’s Response:
We concur. Management is in full agreement with the recommendations.

The review of the entire Police Department Evidence and Property Operating Procedure Policy is being
addressed to ensure the implementation of an updated policy will cover operational and legal restrictions.
The Police Department will await the research and recommendations from the City of Fayetteville Police
Attorneys who have been working to find the best operating procedure policy to recommend to the Police
Department. Once the recommendations have been submitted, the Police Department will update
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departmental operating procedure policies to ensure they are in compliance with the listed recommendations
regarding of audits and inspections of the unit. The Police Department always conducts training when a
new policy is updated or created for all the employees, when procedures are changed extensively it will
require even more training. There are also times when the training can be placed on our PowerDMS
platform as a video in order to be able to go back to review again as a refresher training when employees
have deficiencies.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 2
The data maintained within the Record Management System (RMS) was unreliable.

Data integrity/data quality can be defined as the state of completeness, consistency, timeliness, accuracy
and validity that makes data appropriate for a given use. Data quality is essential to managers making
informed decisions and for long range strategic planning. Data should be consistent, accurate and complete
in order to provide reliable management reports and ensure the complete existence of all property and
evidence.

1. Discrepancies and inconsistencies with currency in RMS existed. Currency is considered “high
risk”; therefore, extra care should be taken to ensure these items are safeguarded against theft, loss
and misuse. The envelopes in which currency was maintained had a breakdown recorded for the
currency placed in the envelope of the quantity for each denomination, the total value per
denomination and the total value for all the currency in the envelope. However, this detailed
information was only maintained on the currency envelope, and there were discrepancies and
inconsistencies noted with the information within RMS for currency items as reflected below:

A. Define database fields needed: The database fields within RMS should be consistently used.
Without clear, complete and accurate descriptions recorded for currency; management may not
be able to rely on RMS reports generated. Internal Audit noted the following related to
inconsistent use of database fields within RMS:

i.  Description requirements: The available database fields for currency within RMS
were: property description, color, serial number, quantity and value. However, these
database fields were inconsistently used and referred to the currency envelope, the
actual currency, or both the currency envelope and the actual currency. The operating
procedure did not clearly define description requirements for currency; and it was left
to individual judgement as to what descriptive information to record within the RMS
database fields.

ii.  Value field: Operating procedure did not provide clear guidance to ensure the value
was listed in the “Value” field in RMS for currency. Internal Audit noted 2,075
currency items with class codes? “CASH”, “COUN?”, or “FORE” for which a dollar
amount was not listed in the “Value” field; therefore, a total of the value field for all
currency would not contain the total value of all currency in the Property and Evidence
Unit’s custody.

iii.  Quantity field: Operating Procedure 6.2 stated: “Ensure that any currency (U.S. and
foreign or counterfeit) is separated from other items and is placed in a currency

2 Class codes for currency “CASH”, counterfeit currency “COUN” and foreign currency “FORE”.
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envelope. This includes counterfeit currency as well. The currency envelope and the
total amount of currency will be listed as ONE item on the evidence card.”

Based on Internal Audit inquiry to clarify the intent of having the currency envelope
and the total amount of currency listed as ONE item on the evidence card, Department
personnel indicated the “Quantity” field in RMS should be “1”, meaning one currency
envelope, and not indicate the total monetary value or the total number of bills or coins
in the currency envelope. However, Internal Audit noted this field was inconsistently
listed as: “0.00”, “1.00” or a number greater than 1.00. Therefore, the “Quantity” field
totals of a report generated with class codes “CASH”, “COUN”, and “FORE”
excluding items with disposition codes, would not accurately capture the correct
quantity of currency envelopes in the Property and Evidence Unit’s custody.

B. Currency totals unreliable due to data conversion and inconsistent use of coding: Reports
from RMS should be available to determine the total dollar amount of currency in Property and
Evidence Unit’s custody. However, Internal Audit determined an RMS report could not be
generated to determine the total dollar value of all currency in the Property and Evidence Unit’s
custody due to:

i.  Conversion: Items converted from Visionaire RMS to ONESolution RMS may either
have a class code of “CONV”3 or is a missing class code. Therefore, a report generated
for all property and evidence with class codes “CASH”, “COUN” and “FORE” would
not include currency with either a missing class code or “CONV” class code.

ii.  Class codes: Operating Procedure 6.2 defined “all money” and “any currency” as
foreign, U.S., and counterfeit. However, there were 181 items with class codes within
RMS of “CASH”, “COUN?", or “FORE” that did not appear to be currency. Therefore,
a report generated from RMS for all property and evidence with these class codes
“CASH”, “COUN?", or “FORE” would include items not considered currency based on
operating procedure definitions. The appropriate class code to use for items was not
clear in the operating procedures; therefore, it appeared Department personnel used
individual judgement to determine how property and evidence should be classified in
RMS.

iii.  Disposition codes: Operating procedures did not provide clear guidance for use of
disposition codes. Based on Internal Audit’s interpretation, a disposition code was used
to indicate the item was no longer in the Property and Evidence Unit’s custody. Internal
Audit noted class codes “CASH”, “COUN”, or “FORE” for 4,225 currency items with
a disposition code and 4,277 currency items without a disposition code within RMS.

Based on inventories conducted during the audit, a disposition code may not
necessarily mean the currency is no longer in the Property and Evidence Unit’s
custody. Therefore, a report generated with these class codes “CASH”, “COUN”, or
“FORE” excluding items with disposition codes, may not accurately capture all
currency in the Property and Evidence Unit’s custody.

Based on Internal Audit inquiry, missing and inconsistent information noted was either due to
inconsistent entry of data into RMS by Department personnel or conversion from Visionaire RMS
to ONESolution RMS.

3“CONV” reflects the class code for converted data.
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2. Completeness: All property and evidence should be recorded to ensure RMS records are complete;
therefore, Internal Audit conducted shelf to system inventories to determine if this was the case.
However, during the inventories conducted, one of the 194* shelf to system items was viewed by
Internal Audit in the Property and Evidence Unit but was not on the RMS report provided by
Department personnel listing all property and evidence in ONESolution RMS. Based on Internal
Audit inquiry, this was due to data conversion from Visionaire RMS into ONESolution RMS.
Therefore, ONESolution RMS may not contain an accurate and complete record of all items in the
Property and Evidence Unit’s custody.

3. Incomplete and inconsistent coding: Coding in RMS should be complete and consistent. However,
during review of the items selected for inventories, Internal Audit noted missing and inconsistent
use of codes within RMS as follows:

a. Department personnel indicated missing case numbers, unique identifiers used for each
incident, were due to data conversion from Visionaire RMS to ONESolution RMS. Based
on Internal Audit inquiry, the incident numbers used prior to ONESolution RMS had more
characters then the current record management system will allow.

b. There were missing and inconsistent category codes which indicate whether the item is
considered: found, inmate, confiscated property or evidence. This appeared to be due to
data conversion from Visionaire RMS to ONESolution RMS for items with a missing
category code, or items listed as evidence (“EVID”) in RMS when a Confiscated or Found
Property Control Form was used.

c. Data conversion and inconsistent use of codes appeared to be the reasons for missing or
inconsistent class codes which identify the type of property and evidence (i.e. cash,
firearms, narcotics, etc.).

d. Disposition codes were used to indicate when property and evidence was transferred out
of the Property and Evidence Unit’s custody. Internal Audit noted inconsistent use of
disposition codes; such as, multiple disposition codes for the same type of disposal;
obsolete disposition codes, and disposition codes used not consistent with the actual
disposition type. The missing or inconsistent use of these codes also appeared to be due to
data conversion and inconsistent use by Department personnel.

e. There were inconsistencies noted with locations within RMS versus the actual location of
items. Based on Internal Audit inquiry, due to lack of space, personnel frequently

reorganized the Property and Evidence Unit to accommodate for capacity. As a result,
Department personnel did not update RMS with the actual location of the items.

The table below shows the number of omitted or inconsistent coding instances noted:

Omitted or Inconsistent Case Category Class Disposition

Coding® Number Codes Codes Code el
After March 17, 2016 1 3 37 2 21
2011 to March 17, 2016 0 4 11 5 61
Prior to 2011 5 21 10 17 199
Total 5 28 58 24 281

4 Shelf to system sample totaled 194, of which, currency — 28, narcotics — 53, firearms — 64, jewelry — 13 and non- high risk — 36.

5 After March 17, 2016 for the update to Operating Procedure 6.2 effective March 18, 2016; from January 1, 2011 to March 17,
2016 which is after implementing ONESolution RMS, but prior to the Operating Procedure 6.2 update effective March 18, 2016;
and prior to January 1, 2011 and the implementation of ONESolution RMS.
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Management cannot rely on reports from RMS or determine the amount of property and evidence in
the Property and Evidence Unit’s custody without accurate, complete and consistent data in RMS.

4. Single unique identifier: For each item of property and evidence, a single unique identifier should
be assigned. However, Internal Audit noted 23 out of 1,162 items in the sample in which there
were multiple pieces of property and evidence combined under one unique identifier (PR#°). Prior
to the current ONESolution RMS, control forms were used. However, information from the control
forms were subsequently entered into RMS during conversion; whereas, multiple items were
combined under one unique identifier (PR#).

Therefore, the ability to determine a complete population of property and evidence using RMS data
is unattainable. In addition, if the sample size for an audit or inventory is conducted based on the
total number of items in the Property and Evidence Unit’s custody, it would be difficult to ensure
an accurate sample size since the complete population could not be accurately determined.

Recommendation

1. Conduct a full and complete inventory of all currency to determine the amount being maintained in the
Property and Evidence Unit, to include counterfeit and foreign currency. Records within RMS should
be updated accordingly.

2. Amend Operating Procedure 6.2 to provide clear guidance consisting of defining database fields and
use of coding for all types of property and evidence in RMS; to include how debit, credit, gift or EBT
cards and check or money orders should be classified and stored.

3. Review the property and evidence items converted from Visionaire RMS to ONESolution RMS to
determine if disposing is an option. As these items are being disposed based on the current legal,
approved procedures, the missing and inconsistent information should be reviewed and updated at that
time.

4. For all other items required to be maintained, management should determine if the costs of using
resources to “clean up” the data in ONESolution RMS for property and evidence outweigh the risk of
missing and inconsistent data. Once management determines what risks are unacceptable, a process
should be established to update any data for which an update is considered necessary.

Management’s Response:

Recommendation 2.1 — We concur with reservations. Management is in agreement with the
recommendation, but there are circumstances that could affect its implementation which have to be
resolved.

The implementation of this recommendation is contingent upon our research and is awaiting
recommendations for the implementation of cash handling procedural processes. This will also depend on
the creation of a bank account for the storage of funds and communication with the District Attorney’s
Office to determine if any funds will not be able to go into the financial institution. Currently, request has
been made to the Finance Department for assistance. Counterfeit money will not be able to be held in the
financial institution and will for the most part be turned over to the Secret Service. Foreign currency will
be discussed with the financial institution for recommendations on how to handle. With the expectation of
implementing cash handling procedures and transferring the funds into a financial institution, an inventory
will be conducted simultaneously and RMS will be updated accordingly.

6 PR# reflects the unique identifier within RMS.
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Recommendation 2.2 — We concur. Management is in full agreement with the recommendations.

This will be addressed with the updated Operating Procedure 6.2 that the City of Fayetteville Police
Attorneys are currently working on.

Recommendation 2.3 — We concur. Management is in full agreement with the recommendations.

This will be addressed once the renovation of the first floor of the Police Department is completed, it will
allow for more physical space to move items off the shelf and complete an accurate inventory when we
move items for management of property/evidence items and more storage evaluation for evidence. This
inventory will also provide the opportunity to ensure property and evidence items in ONESolution RMS,
specifically converted data, are accurate and complete.

Recommendation 2.4 — We concur with reservations. Management is in agreement with the
recommendation, but there are circumstances that could affect its implementation which have to be
resolved.

This process of “clean up” involves a transition of information that occurred 7-8 year ago from an outdated
RMS program to the OneSolution RMS program being used. The transition was done in such a manner that
all the data was not transitioned clearly enough to verify the items. A quote will have to be acquired from
a vendor working with IT to determine recommendation if it is even possible, feasibility and the financial
impact before this can be completed.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 3
Internal controls need strengthened.

Internal control is the integration of the activities, plans, attitudes, policies, and efforts of City personnel
working together to provide reasonable assurance that the City will achieve its mission. More simply,
internal control is what the City does to see that the things they want to happen will happen...and the things
they don’t want to happen will not happen. Internal controls provide reasonable assurance that the City will
be successful and achieve its mission and accomplish certain goals and objectives. An effective internal
control system helps the City to:

» Promote orderly, economical, efficient and effective operations.

* Produce quality products and services consistent with the City’s mission.

» Safeguard resources against loss due to waste, abuse, mismanagement, errors and fraud.
* Promote adherence to statutes, regulations, policies and procedures.

* Develop and maintain reliable data, and accurately report that data in a timely manner.

Internal Audit noted several areas which internal controls within RMS could be strengthened for property
and evidence.

1. A conflict of interest may exist with Police Department personnel having oversight of RMS
Administration. Principle 10 of the United States Government Accountability Office Standards for
Internal control in the Federal Government lists segregation of duties as a control activity in which:
“Management divides or segregates key duties and responsibilities among different people to
reduce the risk of error, misuse, or fraud. This includes separating the responsibilities for
authorizing transactions, processing and recording them, reviewing the transactions and handling
any related assets so that no one individual controls all key aspects of a transaction or event.”
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Although segregation of duties involving RMS administration had not been addressed prior to the
audit, to allow for proper segregation of duties oversight of RMS Administration should be
provided by personnel that do not utilize the system to perform daily duties and are not supervised
by those who do. Based on Internal Audit inquiry, the Police Department handled oversight of RMS
Administration, and the Information Technology Department (IT) only handled software related
issues, updates and upgrades of the system. This allows for a conflict of interest with RMS
Administration supervised by Police Department personnel who can require the RMS
Administration to circumvent controls in place.

Areas for RMS account management could be strengthened. Access to RMS should be granted
based on a valid need to know that is determined by assigned official duties and should also
consider proper segregation of duties. Weaknesses in segregation of duties can result in
unauthorized access to applications, application data, and/or system components. In addition, such
weaknesses can allow fraudulent transactions and control overrides to occur. With no formal
written process for changes to access, user privileges may be altered without appropriate
authorization.

The City’s Information Technology Department establishes policies and procedures related to City-
wide Information Technology to provide security over the City’s networks and systems and help
deter and prevent breaches. These policies and procedures should be followed City-wide for all
networks and systems to ensure security is maintained.

Internal Audit determined the Department does not have formal written procedures to document
the authorization of additions, deactivations, and access changes to software users. Based on
Internal Audit inquiry, Department personnel indicated the current access groups were set up by
previous Department personnel; therefore, documentation could not be provided showing the
current access levels for each access group had been approved by management.

The specific areas identified for account management were:

A. Access forms were not used to obtain user access. Documentation was not provided showing
current accesses for Police Department personnel were approved by management. Instead, a
Biographical Data sheet was used indicating what position the user was being assigned and
access was set up in user groups based on the positions.

Access should be approved by management to ensure Department personnel only have the
necessary access to perform their jobs. Based on Internal Audit inquiry, Information
Technology Department personnel indicated the City’s process for new, changed or disabled
access is requested using the electronic Technology Request Form through Laserfiche.
However, the electronic Technology Request Forms are submitted to the Information
Technology Department, but access to RMS is granted by Police Department personnel. Based
on Internal Audit inquiry, current user groups in RMS were set up previously; therefore, no
documentation was provided showing how user groups were set up or access for the groups
was approved by management. Without access approvals, Department personnel could have
access to sensitive data, make undetected changes or deletions, or intentionally or
unintentionally read, add, delete, or modify data.

B. Current processes lacked controls to safeguard against unauthorized use. Only authorized

users with a need for RMS should have RMS access, and access should be reviewed and
updated periodically to ensure it is removed for users that no longer need it.
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o Based on Internal Audit’s review of RMS access records, seven former Department
personnel had left employment with the Police Department prior to September 12, 2017.
The oldest resignation/termination date noted was November 23, 20009.

e One current employee had a position change and based on this new position may no longer
have a need for Evidence RMS access.

e One individual was listed as having access to RMS, but the user’s name listed could not be
determined to be Department personnel, as either a current or prior Department employee.
Based on Internal Audit inquiry, Department personnel determined the name was incorrect
in RMS for this individual. Internal Audit was subsequently able to validate the corrected
name provided as a current Department employee.

e  One Department employee had two user ids.

Based on Internal Audit inquiry, Department personnel indicated RMS user access was not
included on the current Department out processing form. Department personnel indicated the
guestioned accesses were disabled or updated as applicable.

C. Generic user ids existed with access to RMS. Internal Audit noted generic user ids; whereas,
individual accountability for the use of those user ids were not available. Based on Internal
Audit inquiry, Department personnel indicated a generic user id was used by Superion,
ONESolution RMS vendor, when assistance is needed with system issues. Department
personnel indicated all remaining generic user ids had no history associated and were
subsequently deleted from RMS. Without unique user ids, the Department’s ability to identify
and track user actions is limited.

D. RMS user passwords did not expire. Passwords should expire to assist in the security of the
City’s networks and systems and help deter and prevent breaches. Based on Internal Audit
inquiry, ONESolution RMS has the capability to expire passwords. Department personnel
indicated Superion initially had setup RMS passwords to expire as a default but the function
had been disabled. The City’s Information Technology Password Policy requires passwords to
expire within a specified period of time. The Information Technology Department’s Password
Policy stated, “passwords are the first line of defense for our information systems”. Having
passwords that do not expire could result in breaches of the system.

An email was received from the Department on March 9, 2018 indicating the passwords in
RMS will now expire as required by policy.

3. Areas for RMS database accountability could be strengthened. Data should be consistent,
accurate and complete in order to provide reliable management reports and ensure all Property and
Evidence can be accounted for and is intact. The Commission on Accreditation for Law
Enforcement Agencies (CALEA) Standard 84.1.5 stated records should reflect the status of all
property held by the agency.

The specific areas identified for database accountability were:

A. Property and Evidence records in RMS were deleted without approvals. Internal Audit
noted 4,738 missing records during testing for completeness to ensure a record is added to
the Property and Evidence module for each individual item and is assigned a unique
identifier (PR#). Based on Internal Audit request, an RMS deletions report was provided
to account for the missing PR#’s, but after analysis Internal Audit could only identify 1,166
missing PR#’s, resulting in 3,572 PR#’s not accounted for within RMS.

Based on Internal Audit inquiry and review of the RMS access reports, only one
Department employee had access to delete records in RMS, and the process for deletions
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was to send an email stating the reason for the deletion; therefore, emails for 12 (1%) of
the 1,166 missing PR#’s on the deletions report were requested. However, only one email
was provided which appeared to be relevant to a deletion on the report. There did not
appear to be management approval and documented procedures for deleting records within
RMS.

If RMS Administration had access to both delete PR#’s and records from the audit log,
then property and evidence items could be deleted from RMS with no audit trail. Based on
Internal Audit inquiry, Department personnel indicated the audit log is read only.

B. A complete population could not be determined by Internal Audit for sampling. There
should be no question as to whether the data in RMS was complete. However, as stated
previously, there were 3,572 PR#’s that could not be accounted for based on Internal
Audit’s analysis. The missing records represent a significant impairment to the overall data
integrity.

Based on Internal Audit inquiry, Department personnel indicated when a voucher is
processed in the Property/Evidence Voucher Transfer module within RMS, and a PR# is
assigned, canceling submission to the Property and Evidence module will remove the
assigned PR# from the Property and Evidence module, and this PR# will not be reassigned.
Therefore, the PR# cannot be relied upon to track and account for all property and evidence
received.

Recommendation

1. Management should consider having RMS Administration supervised by the Information Technology
Department. This should not only alleviate the current conflict of interest but would allow personnel to
supervise this position with knowledge of the need for segregation of duties, access controls and
security over RMS.

2. Management should implement formal written procedures for software user account management to
include developing a process to periodically review the access list and identify authorized users of RMS
and specify access rights.

3. Management should check with Superion to determine if RMS can be updated to assign the PR# after
the record has been saved. If not, management should look at the process which allows Department
personnel to cancel out of a record after the PR# has been assigned to determine if a change in the
process could prevent the need for Department personnel to cancel out of the record. If a process cannot
be established to prevent this, determine if a process can be implemented which would allow approval
and tracking when a record is canceled after the PR# has been assigned.

Management’s Response:
Recommendation 3.1 — We do not concur. Management is in total disagreement with the recommendation.

The RMS Administrator’s function and oversight is not a conflict of interest regarding segregation of duties.
We do agree including additional personnel to support the RMS Administrators functions in order to not
have a single point of failure if they are away.

Internal Audit Response:
According to the Government Auditing Standards, Internal Audit is required to provide additional
explanation when the auditors disagree with management’s response.

Government Auditing Standards state: “When the audited entity’s comments are inconsistent or in conflict
with the findings, conclusions, or recommendations in the draft report, or when planned corrective actions
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do not adequately address the auditors’ recommendations, the auditors should evaluate the validity of the
audited entity’s comments. If the auditors disagree with the comments, they should explain in the report
their reasons for disagreement.”

Therefore, to ensure adherence to the Government Auditing Standards, and to provide clarity, and ensure
management and the reader have all necessary information, the additional explanation follows:

One of the most basic segregations for Information Technology is the segregation of the duties of the IT
function from the user Department. This means that the user Department does not perform its own IT duties.
Additionally, data administrators have the inherent ability to access, change and delete data in the database
causing a high level of assessed risk. While a user Department will sometimes provide the IT support, the
user Department should not handle critical duties such as security, programming, record administration,
etc. Allowing the user Department to assume critical IT duties may allow for increased risks due to errors,
misuse or fraud.

Although, the Office of Internal Audit strives to make valuable recommendations for which management
will implement processes to address, there may be instances for which management has decided to accept
the risks associated with not implementing a recommendation.

Recommendation 3.2 — We concur. Management is in full agreement with the recommendations.

We will ensure we follow the City of Fayetteville’s Information Technology standards for the maintenance
of software user account management. We have already began developing an accountability form for each
employee which will determine the user rights and restrictions depending on their position within the
department. As the Property and Evidence Operational Procedures policy is established, we will determine
if the written procedure needs to be included in that policy. As personnel move throughout the department
an updated form for identifying authorized users of RMS will be updated.

Recommendation 3.3 — We concur. Management is in full agreement with the recommendations.

We have confirmed the software does not have any options outside the process we have implemented. We
have established a process and approval/tracking system that will ensure the person updating the error is
the actual person submitting the evidence. = Management will also attempt to determine what the
commonality of the errors were (3,572 PR#’s). Whereas, management will review discrepancies to attempt
to reduce the errors and improve efficiency, reduce rework.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 4
Items were not located.

The Department has a fiduciary and legal obligation to store and protect property and evidence in its
custody, and to legally restore property and evidence to the rightful owner as soon as legally possible or
dispose of the property and evidence in a legal manner.

However, one of the 968 system to shelf items inventoried could not be found. The item from a 2001 case

was listed in RMS with class code “DRUG”; the item description on the Evidence Control Form was
“Cigarette Papers”.
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In addition, based on Internal Audit’s review of the Special Audit conducted in 2017 due to the assignment
of new personnel to the Property and Evidence Unit, Internal Audit noted one of the 1,183 items inventoried
was not located. The item from a 2008 case also had a class code of “DRUG”.

Maintaining property and evidence and their associated records is critically important in supporting
investigations, helping in successful prosecution at trials, facilitating the timely return of property to its
rightful owners, and establishing the Department’s reputation as an honest, reputable agency worthy of the
public’s confidence and trust.

Based on Internal Audit inquiry, at the conclusion of fieldwork the two items had not been located, but
Department personnel continue to research to determine the whereabouts of these items. As a result, Internal
Audit cannot determine a definitive cause for the missing items.

Recommendation
1. Continue to research the whereabouts of the two items missing and notify the courts and attorneys as
deemed necessary.

2. Procedures for notifying management, to include Police Attorney, should be established when
property and evidence is designated missing.

3. Quarterly audits for high-risk items, cash, firearms, narcotics and jewelry, should be considered until
steps can be taken to improve data integrity and reduce the inventory level of property and evidence
through the disposal process.

Management’s Response:
Recommendation 4.1 and 4.2 — We concur. Management is in full agreement with the recommendations.

When items are missing and unable to be located, the chain of command will be notified with a
memorandum and a supplemental report will be established and entered for records. The process of
notifications will include any courts or attorneys which need notification related to an investigation.

Recommendation 4.3 — We concur. Management is in full agreement with the recommendations.

Random quarterly audits are important for high value items and the property room as a whole. Upon the
completion of Operating Procedure 6.2 this will be evaluated to determine if we will restrict this to only the
high risk items or include more random audits for the entire Property and Evidence Unit.

As the City of Fayetteville Police Attorneys are researching and evaluating other operating procedural
policies to make recommendations for changes. The operating procedural policy will address the manner
in which audits are completed.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 5
Procedures were not always clear and consistent with current processes.

Instances were noted in which the existing operating procedures could provide better guidance. Procedures
are established to ensure all Department personnel are consistently adhering to federal, state and local, laws
and regulations and must be reviewed and updated as needed to account for process changes and ensure
ongoing compliance. If procedures are not updated when processes change or federal, state and local, laws
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and regulations are amended, it cannot be assured procedures remain compliant and management approved
procedures are consistently being followed.

1. For property and evidence other than firearms, Operating Procedure 6.2.5.D.5 stated, “Descriptions
of all items submitted to the evidence room must be thorough, precise and detailed. (make, model,
serial number and caliber)” The specific requirements listed appeared to be associated with firearms
but did not appear to be clear enough to ensure sufficient and consistent descriptions were
documented for all other types of property and evidence.

The IAPE standards stated firearms, currency and narcotics “should be described in a manner that
enables the reader to visualize the item without physically examining it.” However, Internal Audit
applied this standard for all property and evidence. In addition, Internal Audit reviewed the items
in the sample to determine if descriptions would allow detection if substituted. It appeared
descriptions were not always clear, complete and accurate enough to detect substitution. Specific
observations for jewelry, general property and narcotics are outlined below.

Jewelry
Jewelry is considered “high risk” items and is highly susceptible to theft and misuse; therefore, the

descriptions of these items should be detailed and precise to ensure the items would be detected if
substituted. Internal Audit inventoried and reviewed property and evidence files for 60 items with
class code jewelry “JEWE”. However, Internal Audit noted some descriptions were not well
defined (ex. silver earring). In looking at specific descriptive characteristic fields in RMS applicable
for jewelry, Internal Audit looked for make, model, color, serial number and quantity for watches;
and color and quantity for all other jewelry. The table below lists missing, applicable, descriptive
characteristics for jewelry in the sample:’

Number of Items Missing for Each Applicable Characteristic

Total Items Serial
Jewelry Sampled Make Model Color Number  Quantity
After March 17, 2016 11 1 2 3 2 1
2011 to March 17, 2016 38 1 6 13 4 5
Prior to 2011 11 1 4 4 5 5

Although the specific fields listed above should be utilized, the property description field should
contain any additional information to assist in ensuring the item cannot be substituted without
detection.

General Property

The general property category was comprised of all non-high risk items. Since this was such a
diverse sample of items, Internal Audit determined applicable characteristics for each specific item
and concluded that due to incomplete descriptions some items could be substituted without
detection (ex. holsters).

Narcotics
Narcotics are considered “high risk” due to abuse and the street value of these items. In addition,
narcotics can easily be replaced with another identical or mutually interchangeable item without

7 After March 17, 2016 for the update to FPD OP 6.2 effective March 18, 2016; from January 1, 2011 to March 17, 2016 which is
after implementing ONESolution RMS, but prior to the FPD OP 6.2 update effective March 18, 2016; and prior to January 1, 2011
and the implementation of ONESolution RMS.
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detection. Therefore, clear operating procedures must be implemented and followed to ensure the
items are safeguarded from theft, loss or misuse.

Internal Audit inventoried 265 items with a class code of “DRUG” and reviewed the property and
evidence files for 95 (36%) of the 265 items.

Internal Audit reviewed property description, color, quantity and unit of measurement fields for
narcotic items and noted that descriptive characteristics were sometimes not indicated, or
inconsistently noted in the specific descriptive field (color, quantity or unit of measurement) or the
property description field.

The tables below list the missing, applicable, descriptive characteristics for narcotic items in the
sample received by the Department personnel after July 1, 2016.

Not Noted in
Not Noted in Property
Narcotics in RMS Nothing Noted Color Field Description Field
Color 40 (42%) 49 (52%) 86 (91%)
Quantity 6 (6%) 10 (11%) 91 (96%)
Unit of Measurement 28 (29%) 31 (33%) 91 (96%)

Operating procedures were unclear on exactly what descriptive information must be entered into
RMS. Inconsistent and missing information could make it difficult for management to detect lost,
misplaced or stolen items.

Operating Procedure 6.2.5.F.1 stated, “The weight of all narcotic evidence sent to the SBI for
analysis is to be determined by the SBI Laboratory chemist.” However, 51 (54%) of the 95 narcotic
items in the sample were sent to the NMS Labs which determined the weight instead of the SBI
Laboratory. Furthermore, Internal Audit noted 44 (46%) of the 95 narcotic items in the sample
were not sent to a laboratory for the weight to be determined. The operating procedure did not
address how the weight of the narcotic evidence would be determined or the requirements for
determining the weight when narcotic evidence did not go to the SBI laboratory.

This change in process to use a laboratory other than the SBI was not updated in the operating
procedures when the decision was made to use other laboratories.

If the weight of the narcotics is not recorded, loss, misuse or theft of these items may not be
detected. In addition, if operating procedures are not clear, Department personnel may not be aware
of their responsibilities for determining the weight of narcotics.

The narcotics section under evidence and property handling procedures of Operating Procedure
6.2.5.F.2 stated, “Packages of property/evidence will only be opened by authorized persons that
may include the case detective, a District Attorney Office representative, the submitting officer, a
representative of the United States Secret Service, a representative of the Integrated Ballistic
Identification System or a Department of Revenue representative.”

Based on Internal Audit inquiry, Department personnel indicated this is not just applicable for
narcotics. For example, the United States Secret Service and a representative from the Integrated
Ballistic Identification System would not have a reason to open or deal with narcotics. In addition,
the North Carolina Department of Revenue only deals with the currency and items of value
retrieved from narcotic sales. Since this section of the operating procedure was only listed under
the narcotics section, it may be unclear whether this is applicable for other types of property and
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evidence; therefore, Department personnel may not be adhering to this for firearms, currency,
jewelry and general property if applicable.

Operating Procedure 6.2 stated: “Once property is considered received, the Evidence Technician
will take the following steps:

o Verify the property submitted with the information on the Evidence Control form to
ensure accuracy of the description, type, and amount of property.”

However, 262 (24%) of the 1,162 items in the sample were packaged such that Property and
Evidence personnel were unable to view the items to ensure accuracy of the description, type and
amount of property; therefore, it was unclear how Property and Evidence personnel could verify
the information. The operating procedure did not provide clear realistic expectations; therefore,
Department personnel may be uncertain of their specific responsibilities in ensuring the accuracy
of the description, type and amount of property.

Operating procedures® referred to outdated forms: evidence card, control card, control form or
control voucher. However, these forms were no longer utilized due to the implementation of
ONESolution RMS; instead, Property and Evidence VVouchers were being utilized. It appeared the
operating procedure was not thoroughly updated when ONESolution RMS was implemented.
When processes change to include the implementation of new software, the procedures should be
updated, to ensure Department personnel’s responsibilities remain clear.

Recommendation

The Office of Internal Audit recommends management amend written operating procedures to ensure
consistency and reliability of information and provide adherence to laws and regulations. Additionally, not
only should management amend the operating procedures specifically referred to in this audit, but all
operating procedures in which evidence and property management is addressed. The procedures should be
amended to include sufficient guidance to allow an individual who is unfamiliar with the operations to
perform the necessary activities. Finally, subject matter experts should be included in updating and
reviewing the procedures to ensure only attainable and realistic requirements are included.

Some possible improvements to operating procedures based on Internal Audit’s observations include the
following, but are not limited to:

1.

2.

Specific requirements should be listed to ensure sufficient and consistent descriptions are
documented for all property and evidence;

Clear realistic expectations of personnel’s responsibilities to ensure the accuracy of the description,
type, and amount of property should be clarified,

Address how the weight of narcotic evidence is to be determined and the requirements for
determining the weight if the narcotic evidence does not go to a laboratory;

Update procedures on the process change of using laboratories other than SBI;

Clarify what types of property and evidence can be opened to include the persons allowed to open
each specific type of property and evidence;

Review and update operating procedures for areas impacted when ONESolution RMS was
implemented.

Management’s Response:

Recommendation 5.1 and 5.2 — We concur. Management is in full agreement with the recommendations.

8 Included, but not limited to: 6.2.5.D.9, 6.2.5.F.1, 6.2.5.G.1.d, 6.2.5.G.a, 6.2.6.A.3.3, 6.2.6.A.3.b, 6.2.6.A.3.c, 6.2.7.A.2 and
6.2.9.F.11.
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The updated Operating Procedure 6.2 will clearly identify these matters and the Evidence Room Staff will
be tasked with following those processes and checking for accuracy.

Recommendation 5.3 — We concur. Management is in full agreement with the recommendations.

The procedures will be updated to reflect that the responsible Officers will weigh narcotics prior to being
packaged and entered into the Property and Evidence Room. If the narcotics are forwarded to the laboratory
then the lab will be responsible for the accurate measuring of the narcotics. If the narcotics do not go to the
laboratory, then the responsible officer’s weight prior to being packaged will be used as the weight on
record.

Recommendation 5.4 to 5.6 — We concur. Management is in full agreement with the recommendations.

The updated Operating Procedure 6.2 will accurate address these concerns and implementation will be
monitored by the Evidence Room Staff.

The City of Fayetteville Police Attorneys are reviewing the Operating Procedure Policy for
recommendations to updating to ensure this will address the procedure for items entering Property.
Property will not be accepted into the evidence room without all field completed or addressed in RMS. This
will be the submitting officer’s responsibility to complete.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 6
Potential safety concerns may exist in the Property and Evidence Unit.

IAPE Standard 7.2 stated, “Evidence held in the custody of law enforcement agency should be stored in a
manner that facilitates efficient use of space, permits quick retrieval, minimizes safety hazards, prevents
cross-contamination and facilitates conducting an inventory.”

However, Internal Audit noted the following potential safety concerns:

1. Biohazards were not always labeled. The IAPE Standard 3.1 stated, “Biohazard labels should be
available and used on all items suspected of being contaminated with body fluids.” However,
during the inventory of currency, Internal Audit noted two currency envelopes not marked as
biohazard in which the currency appeared to be contaminated with body fluids.

According to the Centers for Disease Control and Prevention (CDC) Hepatitis B virus can survive
outside the body at least seven days, and Hepatitis C virus can survive outside the body at room
temperature, on environmental surfaces, for up to three weeks. Therefore, precautions should be
taken to inform personnel when they may be coming in contact with body fluids. In addition to the
safety concern for Department personnel who may come in contact with it later, there may also be
a concern related to the preservation of biological evidence. The operating procedure does not
specifically require these items to be labeled as biohazard. However, biohazard labeling is best
practice based on IAPE Standards.

2. Food items were maintained in the Property and Evidence Unit. Operating Procedure 6.2.5.J
stated: “All perishable property requiring refrigeration will be sealed in an envelope or bag and
placed in the refrigerator located in the property/evidence preparation room #111H. All food and
liquid beverages, to include alcohol, should be photographed and disposed of. Once an item is
placed in the refrigerator the key will be dropped in the drop box.” In addition, IAPE Standard 6.1
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stated: “As a general rule, perishables should not be stored in the Property room. However, there
are circumstances that may require such storage. For this instance, a dedicated refrigerator and a
freezer should be made available for temporary storage. Such a refrigerator or freezer should be
designed with lockable compartments or doors to protect against commingling evidence from
different cases, or potential tampering or theft.”

However, Internal Audit noted five items with descriptions that appeared to be food items: garlic
powder, a box of oatmeal pies, a bag of poppy seeds, a bag of rice and a clear plastic bag containing
oryza sativ. Based on Internal Audit inquiry, Department personnel indicated these items would
not cause rodent infestation; therefore, it was not necessary to photograph and dispose of the items.

Rodent or bug infestations could occur if food items are maintained and not stored appropriately.
These infestations could allow for destruction of property and evidence and could be harmful to
the health of Property and Evidence personnel.

Recommendation

Management should review and update the operating procedure as deemed applicable to ensure Department
personnel understand the importance of the guidelines related to biohazard labeling and appropriate storage
of food and liquid beverages.

Management’s Response:
We concur. Management is in full agreement with the recommendations.

The Evidence Room Operating Policy re-write and the follow though and implementation of that policy.
Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 7
Security over property and evidence could be improved.

CALEA Standard 84.1 stated, “Administrative and physical security procedures are mandatory to ensure
that all property taken into custody and stored by the agency in any manner is properly controlled and
protected while in the agency custody.”

Areas noted in which security over property and evidence could be improved were:

1. Currency was not maintained in a fireproof safe to protect against destruction from fire. Based on
Internal Audit inquiry, the Department may potentially maintain currency at an approved financial
institution.

2. Working cameras were not utilized in all the areas containing property and evidence. The Property
and Evidence Unit is the custodian over items such as currency, narcotics and firearms. These items
are highly vulnerable to the risk of theft due to their street value and potential for misuse. Therefore,
security of these properties is critical. Cameras are a deterrent against theft and could assist in
identifying the perpetrator in the event of a breach or theft.

Although security had not been addressed prior to the audit, these forms of security would assist in
safeguarding the property and evidence which the Department has an obligation to protect.
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Recommendation
1. If currency continues to be maintained in the Property and Evidence Unit, Internal Audit recommends
management consider maintaining the currency in fireproof safes.

2. In addition, Internal Audit recommends working cameras be installed and utilized to provide
surveillance in all areas where property and evidence are stored.

Management’s Response:
Recommendation 7.1 and 7.2 — We concur. Management is in full agreement with the recommendations.

A review of cost to purchase and implement a camera system and an appropriate fire proof safe is being
researched. The primary focus is to remove the bulk of the currency to a non-interest bearing bank account.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 8
Property and evidence was not always submitted to the Property and Evidence Unit timely.

Operating Procedure 6.2.5.C.5, CALEA Standard 84.1.1 and IAPE Standard 2.1 all stated that under no
circumstances will property be held in an officer’s possession beyond the end of their shift. In addition,
CALEA stated a written directive should require all property to be logged into agency records before the
officer ends their tour of duty or under exceptional circumstances as defined by policy. CALEA stated a
written directive should require all property and evidence to be logged into agency records as soon as
practical.

However, based on documentation reviewed, a delay was noted between the time the item was seized and
the time the item was turned over to the Property and Evidence Unit’s custody for six items.

See the table below for these items.

Date Turned
into Property Number of
Number of  Type of Date and Evidence Days
Items Item Seized Unit Delayed
1 Jewelry  10/30/2015 5/14/2017 562
2 Jewelry  5/30/2013 1/9/2014 224
1 Jewelry  2/17/2017 7/3/2017 136
1 Narcotics ~ 8/9/2017 9/15/2017 37
1 Jewelry 7/2/2006 8/7/2006 36

Based on Internal Audit inquiry, Department personnel indicated either incorrect data was entered into the
date and time seized fields within RMS or it’s possible when large amounts of property and evidence are
seized, items could be placed in temporary storage until they can all be processed to place in the Property
and Evidence Unit’s custody. Delays could allow the security of the property and evidence to be
compromised and impact how the chain of custody holds up in court. In addition, not ensuring the correct
dates and times are noted in RMS also affects the integrity of RMS data.
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Recommendation

Management should determine if these delays in time between when the property and evidence was seized
and turned over to the Property and Evidence Unit’s custody appear reasonable and appropriate. If it appears
appropriate, management should ensure the process is sufficient to safeguard the items and ensure the
integrity of the chain of custody is maintained.

Management’s Response:
We concur. Management is in full agreement with the recommendations.

The Police Department conducted the research regarding the listed items found the following:

o Reviewed all cases that were identified by the audit team and each case was a prolonged narcotic
investigation that began on a date but continued for a length of time afterward.

e As the officers continued the investigation, they would purchase narcotics or complete a search
warrant and seize items on a date that was different from the original report.

e The officer entering those items into the Evidence Module would allow the system to auto-populate
the location and date and time in the evidence module, the error occurs here because the system
pulls in the original reporting information from the first report.

e The evidence staff has been trained and instructed not to accept this and have the officer update the
information.

e The narcotic unit has also been trained to not rely on the auto-populate feature.

No documented issues since this change.

If they should occur in the future and it is not a result of the above auto population process, the Evidence
Room Staff will bring this to attention of the officer’s Chain of Command for correction or investigation.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 9
Controls could be strengthened for the disposal of narcotic property and evidence.

Under IAPE Standard 9.7, drugs pending destruction have the greatest likelihood of being pilfered from
storage, or during transportation to a destruction site, as there is generally no longer any interest in the item
for prosecution. Therefore, there needs to be thorough documentation and verification of every step in the
destruction process to leave no room for doubt or suspicion as to its final disposition.

However, Internal Audit could not determine if one narcotic item presented during the inventory was the
actual item selected for the sample due to the item not being maintained in the original packaging with case
number, initials and dates. Instead, narcotics were divided and stored with other narcotics cases pending
destruction for an unspecified amount of time. Based on Internal Audit inquiry, Department personnel
indicated prior legal direction authorized this destruction without a court order, but due to a change in legal
direction the narcotics could not be destroyed until court orders were obtained. Additionally, the Drug
Terminators previously used to destroy narcotics were small; therefore, the narcotics had to be divided for
destruction. However, a new drug burner was purchased which in most cases no longer requires the
narcotics to be divided for destruction. Additionally, Department personnel indicated court orders had been
obtained, and the narcotics were being destroyed.

Between the time the narcotics were prepared for destruction and then subsequently disposed, they could
be removed without detection due to the way they were being maintained.
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Recommendation

The Office of Internal Audit recommends management refer to IAPE Standard 9.6 through 9.8 on the
destruction of drugs to incorporate these standards in the processes utilized by the Department, and update
written operating procedures based on the management approved process.

Management’s Response:
We concur. Management is in full agreement with the recommendations.

The Evidence Room Operating Procedure Policy will be re-written and include the standards based on best
practice.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 10
Quiality reviews were not conducted for the Property and Evidence Unit.

An important element of internal control involves the continuous monitoring of activities through
supervision. Supervision is the ongoing oversight, management, and guidance adopted by management to
help ensure the objectives are efficiently and effectively achieved. One aspect of supervision involves
monitoring, reviewing, and approving the work of those performing an activity to ensure the work is
performed correctly.

1. There were instances noted in which property and evidence was not disposed timely once court
orders were obtained. Upon receipt of appropriate court orders, the items should be disposed of as
soon as reasonably possible. There were three currency items selected in the original sample for
which an original bulk court order for disposal was approved by a judge on May 7, 2013; however,
the currency had not been disposed due to errors on the signed court order. Based on Internal Audit
inquiry, when preparing this currency to be taken to the Cumberland County Clerk of Court, the
currency was removed from the original currency envelopes and counted. Internal Audit noted a
corrected court order was prepared and signed by a judge on July 28, 2016, three years from the
date the original court order was signed. However, there were discrepancies noted with the currency
counted and the court order signed in 2016. Therefore, another corrected court order was required.

Due to these discrepancies and the way the currency was being maintained, Internal Audit
witnessed a count of the currency and noted a greater amount of currency was counted than was
listed on the court order signed on July 28, 2016. On March 7, 2018, Department personnel
indicated the currency still had not been delivered to the Cumberland County Clerk of Court for
disposal. Without an effective quality review process to ensure court orders are accurate, corrected
court orders may be necessary requiring rework which ultimately impacts the Department’s
effectiveness and efficiency. Furthermore, the inaccurate court orders require items to be
maintained in the Property and Evidence’s Unit custody longer than necessary, which ultimately
contributes to overcrowding.

2. Review is an important step in any process to ensure accurate information is recorded and items
are processed correctly. One item in the disposal audit sample was incorrectly numbered on the
court order and destroyed. Based on Internal Audit inquiry, this discrepancy was not discovered
prior to filing the court order and during destruction. Currently the Property and Evidence Unit
does not have a quality review program to detect discrepancies and address them in a timely
manner. Without a quality review program for court orders, management cannot detect
discrepancies which could allow evidence to be disposed without appropriate authority.
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3. Monitoring to ensure all property and evidence has been received by the Property and Evidence
Unit is an essential internal control. Internal Audit noted items in the RMS Property and Evidence
Voucher module with a “PEND” voucher status dated 2008 to 2017 that could not be traced to the
RMS Property and Evidence module to reflect the item had been submitted to the Property and
Evidence Unit.

Based on Internal Audit inquiry, the submitting officer/detective inputs property and evidence items
into the Property and Evidence Voucher module within RMS. Once the property and evidence
items are submitted to Property and Evidence personnel, the items are transferred to the Property
and Evidence module and assigned a PR#. Reviews are not conducted of the items with a “PEND”
voucher status in the Property and Evidence Voucher module to ensure all items have been turned
into the Property and Evidence Unit. Without proper monitoring to ensure property and evidence
items have been turned over to the Property and Evidence Unit, the security of the property and
evidence could be compromised.

Recommendation

Internal Audit recommends all aspects of property and evidence, including, but not limited to intake, storage
and destruction undergo a review process by a supervisor or higher to ensure accurate information is
recorded during the intake process; items are securely stored; items are processed correctly for disposal;
and issues can be addressed in a timely manner.

Management’s Response:
We concur. Management is in full agreement with the recommendations.

All Property Staff is responsible for reviewing items and returning to employee for corrections if needed.
They are the gate keepers for this information and ensuring that the information entered into RMS is
accurate and complete to the best of their knowledge. The RMS Administrator is looking into the possibility
of making fields mandatory and RMS not allowing the submission until those fields were completed. The
random and scheduled audits will address reviewing for all items listed in this recommendation.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 11
Operating procedures for disposals lacked necessary internal controls, needed clarity to ensure

compliance and required updating for consistency with the North Carolina General Statutes.

A major function of any property and evidence unit is ensuring the appropriate, timely, and lawful
disposition of property and evidence. Specific guidance should be provided on the disposal of property and
evidence. Operating Procedure 6.2, specifically sections 6.2.7, 6.2.8, and 6.2.9, serves as the Departmental
procedure that governs disposition of property and evidence.

Upon review of applicable Fayetteville Police Department operating procedures, North Carolina General
Statutes (NCGS) and a sample of property and evidence disposals, the following observations were made:

1. Operating Procedure 6.2.7.A.4 indicated if property was left in court, the officer originally
removing the property from storage would secure a receipt available from the Court Liaison Office
and return the receipt to the Evidence Technician by the end of the day. Additionally, IAPE
Standard 4.4 indicated all items taken to court and not returned by the end of the court day should
have a receipt signed by an officer of the court and a court stamp. The receipt should be returned
to the property officer in order to update the official record.
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The two items in the sample designated as out to court in RMS appeared to remain signed out to
court as of the audit date. However, there was no receipt in either file. As a result, Internal Audit
determined Department personnel did not always adhere to the operating procedure by securing a
receipt and providing it to the Evidence Technician to ensure records were complete and in
compliance.

Without a court receipt to document that an item of evidence has been retained by the court and
entered as court evidence, Property and Evidence personnel cannot be assured the evidence was
actually retained by the courts.

IAPE Standard 7.2 stated: “Latent fingerprints that are stored inside the property room should be
segregated from other evidence and filed in a systematic manner. There is no specific standard or
requirement that latent fingerprints must be stored inside the property room, only that they should
remain secure, tracked, and documented as evidence. Storing fingerprints in some type of locked
file cabinet in a location outside the property room, such as an agency’s Identification Section, is
an acceptable practice.” However, Operating Procedure 6.2.5.B. stated, “the Evidence Technician
is responsible for the custody, control, and accountability of all evidence, confiscated property and
found property.”

Within the disposal sample, one item was “released to Forensic Tech" to maintain in the Forensics
Unit. As a result, Internal Audit determined Department personnel did not always adhere to the
operating procedures by ensuring the latent prints remained in the custody of the Evidence
Technician.

The security and control of property and evidence, including latent prints, could be exposed to
accidental or deliberate tampering, damage or loss of the property if not maintained within the
Property and Evidence Unit.

The North Carolina General Statutes assigned authority to release property and evidence to the
district attorney, assistant district attorney or court.

However, Operating Procedure 6.2.8.A stated: disposition forms will be distributed “quarterly to
all personnel who have submitted evidence/property to the Evidence Section. Officers will indicate
on the form whether or not the property is needed and can be disposed of or if the property needs
to be retained. The disposition forms will be used by the Evidence Technicians to determine if the
property will be: 1. Returned to its rightful owner, or 2. Retained for further follow-up, or 3.
Disposed of in accordance with State and Federal Laws.”

In addition, Operating Procedure 6.2.8.C indicated that in cases where an officer/detective is no
longer with the Agency, “it will be the responsibility of the Technical Services Unit Sergeant to
determine the necessity to retain property...”

Furthermore, Operating Procedure 6.2.9.E stated: “Unless otherwise directed by a court of
competent jurisdiction: 1. Items of no evidentiary value and unlawful items will be destroyed
immediately upon receipt of officer’s signature or case detective’s signature. 2. Items of no
evidentiary value will be returned to the rightful owner, if known, immediately upon receipt of
submitting officer’s signature or case detective’s signature. 3. Items of value for which rightful
ownership cannot be established will be sold at public auction.”

These sections of the operating procedure appear to be giving officers/detectives authority to

release items. Based on Internal Audit inquiry as to the legality of such release, officers/detectives
do not have the authority to release or destroy evidence. Therefore, Internal Audit noted the
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operating procedure did not appear to have been updated to ensure compliance with the North
Carolina General Statutes.

Without clear guidance on the steps to lawful disposal, to include the officers/detective’s role,
unlawful dispositions of property and evidence could occur.

NCGS 15-12 required a notice to be published, for items in the possession of the Department which
have remained unclaimed, allowing the potential owner to make claim no later than 30 days from
the date of the publication. After which, if no claim is made, the items will be sold or disposed.

However, Operating procedure 6.2.9.F.5 stated: “...the found property shall be disposed as follows:
a) If the finder of the property requests in writing that the property be returned to him/her, then the
property can be returned to the finder. b) If the finder of the property does not request that the
property be returned to him, then the property will be treated as unclaimed property and should be
disposed of in accordance with the unclaimed property procedures.” Based on Internal Audit
inquiry, the Department does not have authority to change ownership of property and this should
be handled through a court of law. Internal Audit noted the operating procedure did not appear to
have been updated to ensure compliance with the North Carolina General Statutes.

Without clear guidance on the steps to lawful disposal, to include the officers/detective’s role,
unlawful disposition of property and evidence could occur.

NCGS 15-12 and Operating Procedure 6.2.9.F.6.b. required the notice to either state the items will
be “sold or disposed of” or “sold or otherwise disposed of”.

The Department’s notice only stated the items would be sold. Based on Internal Audit research,
PropertyRoom.com disposed of items by donating, scrapping and destroying. As a result, Internal
Audit determined the publication was not in compliance with the operating procedures or NCGS.

Without the publication written to notify the reader that the items could be disposed, the reader
only considers the items are being sold.

Based on NCGS 15-15, the proceeds realized from the sale of unclaimed property shall be first
used to pay the costs and expenses of the sale. Then, any balance remaining from the proceeds shall
be paid, within 30 days after the sale, to the treasurer of the county Board of Education for the
benefit of the public schools in that county.

However, the Department did not distribute auction proceeds to the Cumberland County Board of
Education within 30 days after the sale. Based on Internal Audit inquiry, the Department provided
documentation for $4,508.89 in auction proceeds received from March 2017 through November
2017. However, Internal Audit was unable to validate the proceeds had been paid to the
Cumberland County School Board. In addition, checks issued to the Clerk of Court from March
2015 to August 2015 totaling $4,437.40 relating to auction proceeds had been voided in August
and September 2016 and not reissued. It appeared the process to deposit and transfer auction
proceeds to the Cumberland County School Board was not clearly defined to Police and Finance
Department personnel.

While NCGS 15-15 does not currently list penalties for noncompliance with this section, continued

non-compliance could lead to future fines and sanctions. In addition, this non-compliance
withholds funds from the Cumberland County school system.
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7.

10.

North Carolina General Statutes assign authority to release evidence to the district attorney;
assistant district attorney or court. Based on Internal Audit inquiry, the submitting officer or case
detective did not have the authority to release or destroy evidence.

Of the 127 evidence items in the disposal sample, Internal Audit found six items disposed without
district attorney/assistant district attorney approval or a court order. Five of these disposals were
prior to the operating procedure update effective March 18, 2016 and were based on prior legal
direction. One disposal was destroyed based on a court order dated July 13, 2016, but the item was
not included on the exhibit provided with the court order for destruction. Based on Internal Audit
inquiry, this item was unintentionally excluded from the court order exhibit and was not discovered
prior to destruction.

Evidence disposed without appropriate authority could allow destruction of items still needed for
an open case. In addition, the rightful owner could obtain legal authority for the return of their
property, but if the property was previously disposed of in a different manner there may be legal
repercussions for the City.

NCGS 15-11 stated that appropriate entries, showing the manner, date, and to whom articles were
disposed of or delivered to, shall be kept.

There were 83 items in the sample that appear to have been disposed of by destruction. There were
no chain of custody entries completed noting the disposal of the items. Based on Internal Audit
inquiry, Department personnel indicated items remain in the Property and Evidence Unit until
destroyed; therefore, there would be no chain of custody. Department personnel provided RMS
disposition information showing who destroyed the item; who witnessed the destruction; the date
and time; the file number and the item number. However, Internal Audit noted access controls in
RMS allowed one user to enter information for both who destroyed and who witnessed the
destruction.

Without accurate and complete disposal records, the Department cannot determine if all the
property and evidence is accounted for; and safeguarded from theft, loss and misuse.

Operating Procedure 6.2.9.F.17 stated: “All destruction of property will be performed by the
Evidence Technicians and witnessed by the Technical Services Unit Lieutenant or Sergeant. All
parties involved in the destruction of evidence will enter all property and the date will be entered
into the Records Management System according to the specific piece of evidence.”

According to RMS records, the disposition information for 49 (59%) of the 83 destroyed items
listed the Technical Services Unit Sergeant’s name as the person who destroyed the item instead of
the witness. However, Internal Audit could not validate the information entered into RMS due to
the lack of access controls and written documentation. As a result, Internal Audit determined
Department personnel did not always adhere to the operating procedures.

Due to the lack of access controls within RMS, and without Departmental management requiring
written documentation reflecting items were destroyed and witnessed by independent personnel,
management could not reasonably ensure the property and evidence items were destroyed.

Operating Procedure 6.2.9.F.21 stated: “During the destruction of narcotics/controlled substances,
a combination of two Fayetteville Police employees will be present to witness the process and make
an accurate record of the destruction. The combination will be of either Evidence Room Supervisor
(Sergeant or Lieutenant) or the Service Bureau Captain and a Property and Evidence Room
Technician.”
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11.

12.

13.

Internal Audit noted 19 of the 83 destroyed items were narcotic disposals. There were eight items
for which the Evidence Room Supervisor (Sergeant or Lieutenant) was not listed in RMS as
involved in the destruction; one of which had no witness listed. Internal Audit could not validate
the information entered into RMS due to the lack of access controls. Additionally, written
documentation was not provided outlining the destruction process. Departmental procedures did
not define the destruction process for narcotics to ensure an accurate record was documented of the
destruction.

Without management requiring detailed documentation to be maintained that outlines the
destruction process and all personnel involved, there is an increased risk that the items could be
lost or stolen.

For property and evidence released to other agencies such as: United States Secret Service;
Department of Motor Vehicles; Federal Bureau of Alcohol, Tobacco, and Firearms; Cumberland
County Sheriff's Office; United States Department of Homeland Security; Federal Bureau of
Investigations, and North Carolina Department of Revenue, a form of documentation should be
required showing the disposition of each item.

For North Carolina Department of Revenue, a warrant for collection of taxes is provided and a
receipt for the payment made was maintained in the property and evidence files. However, for 11
items released to other agencies, only three included a property receipt from the receiving agency.
The remaining eight items were transferred to another agency and did not have property receipts
on file for the transfers. Internal Audit noted chain of custody forms completed for items out to
other agencies, but the level of detail needed to thoroughly track an item’s destination and the
responsible person was not always available.

Without property receipts capturing the name of the agency and the person receiving the evidence,
the Department cannot ensure proper disposal.

IAPE Standard 4.4 stated, “Whenever evidence is transferred from the property room to an external
location, such as court, the crime lab, or other agency, its destination and the person responsible
should be tracked and monitored by either a paper or electronic tickler file until it is returned, or its
final disposition is documented.” Examples of items needing tickler files given in the IAPE
Standards are: items out to court, crime lab, other agency, and out for investigation.

Although, the Property and Evidence Unit maintains a location in which files for property and
evidence items that have been “checked out” are kept. Internal Audit was not able to validate
contact with the officer/detective, to determine the status of the property or evidence, was
conducted. Departmental procedures did not address a requirement for personnel to monitor
“checked out” property and evidence.

Without a properly documented tickler system in place, tracking and monitoring the movement of
items cannot be achieved to ensure the items are still in the custody of personnel as recorded on the
chain of custody and returned in a timely manner.

According to the IAPE standards, narcotics and firearms pending destruction pose the highest risk
for pilferage; therefore, thorough documentation and verification of every step of the destruction
process is needed to remove doubt and suspicion as to the property’s disposal.

Internal Audit noted destroyed items were not independently verified, and the method of
destruction was not documented. Disposition codes stated either “DESTROYED” or “CUT” and
no reference was made in the property and evidence files as to the method of disposal. This creates
a control weakness because all destruction items are packaged and sealed by Property and Evidence
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14.

15.

16.

17.

personnel prior to disposal. A control weakness regarding destruction exists in current
Departmental procedures, and the process is not clearly defined to ensure segregation of duties is
achieved.

Documentation of destruction including: how the item was destroyed; who destroyed the item; and
who witnessed the destruction would increase accountability for the destruction process and assist
in ensuring the item is safeguarded through its final disposition.

Operating Procedure 6.2.9.B stated, “Citizens must present proper identification to the Evidence
Technician prior to any property being released.” Additionally, Operating Procedure 6.2.9.B.4.
stated, “The requesting person must show proper identification before the property can be
released.”

The operating procedure is not clear as to who is required to present identification and what type
of identification is required. Therefore, Internal Audit could not validate if proper identification
was presented before items were released from the property and evidence room.

Without operating procedures clearly outlining requirements for proper identification items may be
released to the incorrect owner.

Operating Procedure 6.2.9.B.5 stated, “any serial humbers will be verified on property before
releasing the items to the person”.

Based on Internal Audit’s review of 173 items in the disposal audit sample, verification of serial
numbers, where applicable, was not always documented before releasing the property. Operating
procedures were not clear as to the form of documentation required when serial numbers are
verified and the type of disposal requiring serial numbers to be verified (i.e. returned to owner,
destruction and auction). Internal Audit also noted serial numbers were not always documented in
RMS by the submitting officer or case detective.

Without serial numbers being verified, where applicable, management cannot ensure disposal of
the correct item.

NCGS 15-12 and 15-14 and Operating Procedure 6.2.9.F.6 stated the notice of unclaimed property
must contain a brief description of the property, and the notice of sale must contain a sufficient
description of the property to be sold.

For eight (47%) of the 17 items sold at auction, the auditor did not consider the generic description
in the notice to be sufficient for someone to determine if a particular item belonged to them. Based
on Internal Audit inquiry, generic descriptions were given in the notice; whereas, each item could
not be described in a manner in which identifying information could be used to claim ownership.

Without a sufficient description, a reasonable owner might not be aware of property in the
Department’s possession to ensure the rightful owner can make claim.

Internal Audit reviewed current operating procedures to ensure specific guidelines for valuables
and sensitive items such as firearms, narcotics, currency, high value items, and biological evidence
were outlined.

Operating Procedure 6.2 gives specific guidelines for the intake of such items but does not provide

the same level of detail for disposal. It does not appear disposals based on category or property type
were considered when the procedures were drafted and subsequently revised.
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Without specific guidelines for disposal of high risk items, there may be improper or unlawful
disposals.

Recommendation

Management should create or amend operating procedures addressing matters observed during this audit.
Emphasis should be placed on the classifications of property, methods of disposal, and procedures for
disposition.

1. Procedure updates for temporary removal of property from the evidence room should at a minimum
include:

a. A process for items released to court and the type of documentation required if retained;

b. Specific procedures for transferring property and evidence items to other agencies and what
documentation should be maintained,;

¢. Authorization for the Forensics Unit to maintain evidence and procedures for maintenance;
and

d. Instructions for a (“checked out”) tickler file system and how follow-up should be
documented.

2. There are specific observations relating to current Operating Procedure 6.2.8, but overall Internal
Audit concluded, management should have a documented review process outlining steps to
evaluate each item of property and evidence for disposal, to include specifying what considerations
should be made, and at a minimum should include:

a. Procedures for obtaining proper authorization for final disposition of property and
evidence;

Guidelines for returning items to identified owners;

Guidelines for disposal of items requiring special consideration;

Guidelines to ensure lawful disposal of property and evidence;

Reconciliations of all computerized data systems and hard-copy paperwork to reflect the
final disposition of property and evidence items, including who authorized and handled the
release or destruction, and to whom items were released; and

f.  Define Department personnel roles to retain property and evidence or process for disposal.

® o0 o

3. Although there are specific observations relating to the current Operating Procedure 6.2.9, Internal
Audit concluded that overall, when reviewing the current operating procedure, specific guidelines,
procedures and methods of disposal including guidelines for unclaimed property and how property
transitions to the unclaimed property process for all categories of property held in the Property and
Evidence Unit did not exist. Category specific guidelines should at a minimum include:

a. Defined officer/detective role in retaining property and evidence to ensure compliance with
North Carolina General Statutes;

b. When identification is needed and what documentation should be recorded; and

¢.  When serial numbers should be verified; the form of documentation required when serial
numbers are verified; and the type of disposal requiring serial numbers to be verified.

4. Procedures should include specific guidelines for valuables and sensitive items.

a. Guidelines for disposal of firearms at a minimum should include releasing, methods of
disposal, destruction and adherence to federal, state and local law;

b. Guidelines for disposal of narcotics, at a minimum should include packaging and
preparation for disposal; methods of destruction; destruction of large amounts and
precautions for hazardous chemicals;
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c. Guidelines for disposal of currency and other high value items, at a minimum should
include consideration for evidentiary value; accurate accounting for funds and high value
items held in evidence; and methods of disposal; and

d. Guidelines for biological/biohazardous items should at a minimum include compliance
with all applicable state and local environmental health concerns; and use of
qualified/approved disposal vendors and disposal sites.

5. The Office of Internal Audit recommends management establish internal controls to ensure
personnel are in compliance with North Carolina General Statutes. Some possible areas where
internal controls should be established based on Internal Audit’s observations include the
following, but are not limited to:

a. Publication should state the items will be “sold or disposed of” or “sold or otherwise
disposed of”; and

b. Auction proceeds should be distributed to the Cumberland County Board of Education
within 30 days after the sale.

6. Anyamendment to current procedures should account for obsolete practices and be consistent with
federal, state, and local requirements. In addition, procedures should speak to federal, state and
local retention requirements for each category of property and evidence; and should include a
review of ALL operating procedures to ensure consistency as it relates to property and evidence
and the disposal process.

Management’s Response:
Recommendations 11.1 through 11.6 — We concur. Management is in full agreement with the
recommendations.

The review of the entire Police Department Evidence and Property Policy is being addressed to ensure the
implementation of an updated policy will cover all items listed in Recommendation 11.1 — 11.6. The City
of Fayetteville Police Attorneys have been working on this policy, until the policy is updated the department
will continue to look at the operational issues addressed in this recommendation.

Responsible Party: Specialized Services Division Commander

Implementation Date: 03/10/2019

Finding 12
Property and evidence levels have been increasing and without improvements to facilitate evidence
disposition; storage space will soon be depleted.

IAPE Standard 14.1 stated, “Law enforcement agencies should have a systematic review process assuring
that each item of property and evidence is evaluated for possible purging on an annual basis.” The Property
and Evidence Unit is responsible for intake and management of thousands of items every year. The table
below shows the inventory levels have been steadily increasing over the last five years due to the Property
and Evidence Unit receiving more items than were disposed which poses an immediate challenge with a
lack of storage space. In addition, the table reflects a net inventory of 71,247 items over the last five years.
These numbers were provided by Department personnel and do not take into account the property and
evidence already being maintained by the Property and Evidence Unit prior to 2013.

2013 2014 2015 2016 2017 Total
Intake 20,322 20,081 21,026 24,819 25,231 111,479
Disposal 11,716 7,467 5,160 7,195 8,694 40,232
Net Intake 8,606 12,614 15,866 17,624 16,537 71,247
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The chart below illustrates the apparent difference between intakes versus disposals every year.
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Additionally, the table below shows the number of items as of September 20, 2017 recorded in RMS. The
items were recorded based on category codes which indicate whether the item was considered: evidence,
confiscated, found, inmate property, or amnesty. There were 564 items that did not reflect a category code;
whereas, these items are reflected as unknown in the table below.

Items in Inventory Based on Case Number Year

Year 1972to 1980to 1990to 2000to 2010to
Category Unknown 1979 1989 1999 2009 2017 Total

Evidence 1,112 476 856 1,292 31456 110,726 145,918
Confiscated 1 1 0 12 370 2,816 3,200
Found 0 0 0 1 252 1,926 2,179
Inmate

Property 0 0 0 0 5 1,860 1,865
Amnesty 0 0 0 0 0 296 296
Unknown 0 17 9 0 0 538 564
TOTALS 1,113 494 865 1,305 32,083 118,162 154,022

The bulk of the inventory was related to evidence and contained a wide variety of items, however, the top
ten classes of evidence made up 120,634 (84%) of the 145,918 evidence items which were coded as the
below table outlines:

% of
Class of Evidence Items Total Total
Converted Data 21,943 15%
Narcotics 18,526 13%
Recording Media (CD, DVD, VHS) 17,647 12%
Drug Paraphernalia 12,477 9%
Ammunition 11,837 8%
Unusual Items 9,287 6%
Documents (Paper, Mail, etc.) 8,356 6%
Clothing 8,343 6%
Bodily Elements (Hair, Blood, etc.) 7,068 5%
Firearms 5,150 4%
Total 120,634 84%
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Based on Internal Audit inquiry, unclear and inconsistent operating procedures and guidance regarding
disposal of property and evidence and changes to the NCGS have made it difficult for Property and
Evidence personnel to process disposals. In addition, the property and evidence inventory has been steadily
increasing, but the staffing levels within the Property and Evidence Unit have not increased. Furthermore,
Property and Evidence personnel have taken on the responsibility to determine the disposition of the cases
and prepare court orders for disposals. Without a procedure in place for maintaining inventory at a
manageable level, the Department could ultimately not have the storage needed for property and evidence.
Although additional resources are needed to reduce the current inventory to a more manageable level, long
terms solutions are needed.

Recommendations:

Management should develop and implement a strategic plan to address the increasing levels of property
and evidence maintained by the Property and Evidence Unit, and the possible need of additional facilities
to store property and evidence.

Management’s Response:
We concur. Management is in full agreement with the recommendations.

The Fayetteville Police Department is currently in the process of re-design associated with various areas of
the police administrative building and this includes the evidence section. The City of Fayetteville Police
Attorneys will assist in addressing the issues and allow Property Room Staff to operate with the guidelines
that he has established in accordance with state and federal laws.

Responsible Party: Specialized Services Division Commander
Implementation Date: 03/10/2019
CONCLUSION

Internal Audit has concluded work on the audit of the Police Department Property and Evidence Unit. Of
the 968 system to shelf items in the audit sample, Internal Audit was able to account for all but one of the
items. Although, the Property and Evidence Unit has basic safeguards in place for property and evidence,
some additional controls are needed to adequately safeguard items against loss, damage and theft. Based
on Internal Audit’s review, the Property and Evidence Unit could improve operations by addressing
observations in this report and updating procedures.

Implementation of the recommendations contained in this report, will assist the Department in improving
the effectiveness of internal controls over property and evidence, and assist in improving the integrity of
the data in the Records Management System.

In addition, lack of space in the Property and Evidence Unit poses an immediate challenge. The Property
and Evidence Unit is responsible for intake and management of thousands of items every year and typically
receives more items than are disposed. While efforts are being made to dispose of items; purging is not an
effective way to control capacity. Items such as sexual assault kits, DNA samples and homicide
investigations must be kept for long periods of time resulting in a need for long term solutions for storage
space. Efforts should continue to reduce inventory where possible, and a strategic plan should be considered
for additional facilities to store property and evidence. Additionally, management should consider a review
of Property and Evidence personnel to ensure staffing levels are meeting the needs of the Department.

Internal Audit would like to thank Department personnel for their assistance and numerous courtesies
extended during the completion of this audit.
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Elizabeth H. Somerindyke
Director of Internal Audit

Signature on File
Traci Carraway
Internal Auditor

Distribution:

Audit Committee

Douglas J. Hewett, City Manager
Gina V. Hawkins, Chief of Police
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